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CLIENT- SIDE APPLICATION AND METHOD FOR 
MONITORING ACTIVITIES OF A VISITOR TO A WEB SITE 

TECHNICAL FIELD OF THE INVENTION 

This invention relates generally to the field of 
network applications and services, and more particularly, 
to a client -side application and method for monitoring 
activities of a visitor to a network site. 
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BACKGROUND OF THE INVENTION 

The Internet is a collection of disparate computer 
systems which use a common protocol to communicate with 
each other. A common use of the Internet is to access 
5 World Wide Web (web) pages. Web pages are typically 
stored on a server and remotely accessed by a client over 
the Internet using a web browser. 

A web site is a collection of web pages. A web site 
includes typically a home page and a hierarchical order 

10 of follow "on web pages that are accessible through the 
home page . The web pages are connected to each other 
using hypertext links. The links allow a user to browse 
web pages of a web site by selecting the links between 
the web pages. Distinct Web sites may be respectively 

15 identified by respective distinct associated Internet 
domain names . 

To increase user visitations and revenue, web sites 
have become very sophisticated. Web sites typically 
include web pages that provide information to users, 

20 advertise products or services to users and/or provide 
site search functions for users. A problem for web site 
owners is to determine how successful the web site is, 
for example, whether the informational or other needs of 
users are met and whether the users are purchasing 

25 advertised goods and services. 

Traditional marketing studies directed toward target 
market demographics are of limited effectiveness in 
gauging user satisfaction with web sites. Online methods 
of gathering information from visitors regarding web site 

30 satisfaction are intrusive and have not been well 
received. Moreover, such systems typically require 

extensive reprogramming of a web site, which is time 
consuming and costly. 
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Another problem is the limited ability to collect 
information from one Web page to another, across a Web 
site. Plug-ins and other programs requiring insulation 
are too intrusive while ActiveX and other controls that 
are based on COM objects are automatically unloaded from 
the operating environment when the visitor changes Web 
pages . 
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SUMMARY OF THE INVENTION 

The present invention provides an improved client - 
side application and method for monitoring activities of 
a visitor to a Web or other network site. In particular, 
5 the present invention provides a non- intrusive control 
that is persistent in an operating environment during 
browsing across a Web site to allow complete monitoring 
of site browsing activities from the client-side. 

In accordance with one embodiment of the present 

10 invention, a method and system for monitoring activity of 
a visitor to a Web site includes loading a client program 
into an operating environment of a client machine of the 
visitor. A reference count associated with the client 
program is incremented to maintain persistence of the 

15 client program in the operating environment during 
browsing by the visitor across a plurality of Web pages 
of the Web site. Browsing activity of the visitor is 
monitored across Web pages with the client program. An 
indication of the browsing activity of the visitor is 

2 0 uploaded over the network for processing. 

More specifically, in accordance with a particular 
embodiment of the present invention, the client program 
comprises a component object model (COM) or other self- 
decrementing object. In this embodiment, the reference 

25 count is a reference count of the COM object. The 
reference count is incremented to a value greater than 
one for persistence in the operating environment and 
decremented to a reference count of zero upon a specified 
event for automatic unloading of the program from the 

30 operating environment. The client program may include an 
ActiveX or other suitable control. 

Technical advantages of the present invention 
include providing an improved client-side application for 
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monitoring activities of a visitor to a Web or other 
network site. In a particular embodiment, a non- 

intrusive control that is persistent during browsing 
across a Web site and/or Web sites is downloaded to the 
5 client-side and used to monitor client browsing activity. 
The persistent control is operable to gather intelligent 
and comprehensive information on the usability and/or 
marketability of a complete network site or set of sites. 

Another technical advantage of one or more 

10 embodiments of the present invention includes providing a 
persistent component object model (COM) or other self- 
decrementing object. In particular, the internal 
reference count of the COM object is artificially 
incremented to control unloading of the object from the 

15 operating environment. As a result, ActiveX and other 
Internet -enabled COM components are persistent and can be 
used for inter-page monitoring applications. 

Other technical advantages of the present invention 
will be readily apparent to one skilled in the art from 

2 0 the following figures, descriptions, and claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present 
invention and its advantages, reference is now made to 
the following description taken in conjunction with the 
accompanying drawings, wherein like reference numerals 
represent like parts, in which: 

FIGURE 1 is a block diagram illustrating a system 
for gathering feedback from visitors to a Web site in 
accordance with one embodiment of the present invention; 

FIGURE 2 is a flow diagram illustrating a method for 
gathering feedback from visitors to a Web site in 
accordance with one embodiment of the present invention; 

FIGURE 3 is a flow diagram illustrating a method for 
collecting the feedback of FIGURE 2 at the client-side in 
accordance with one embodiment of the present invention; 

FIGURES 4A-B are screen diagrams illustrating the 
queries of FIGURE 3 in accordance with several 
embodiments of the present invention; 

FIGURE 5 is a block diagram illustrating details of 
the client program of FIGURE 1 loaded on the client in 
accordance with one embodiment of the present invention; 

FIGURE 6 is a table diagram illustrating details of 
the query state machine of FIGURE 5 in accordance with 
one embodiment of the present invention; 

FIGURES 7A-I are a code diagram illustrating an 
exemplary query state machine of FIGURE 5 in accordance 
with one embodiment of the present invention; 

FIGURE 8 is a diagram illustrating details of a 
session record of FIGURE 1 in accordance with one 
embodiment of the present invention; 

FIGURES 9A-E are table diagrams illustrating details 
of exemplary tables of FIGURE 8 in accordance with one 
embodiment of the present invention; 
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FIGURE 10 is a screen diagram illustrating 
functionality of the reporting server of FIGURE 1 in 
accordance with one embodiment of the present invention; 

FIGURE 11 is a flow diagram illustrating a method 
5 for gathering feedback from a visitor to a Web site using 
the client program of FIGURE 5 in accordance with a 
particular embodiment of the present invention; and 

FIGURE 12 is a flow diagram illustrating a method 
for controlling the persistence of a component object 
10 model (COM) object in a client operating environment in 
accordance with one embodiment of the present invention. 
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DETAILED DESCRIPTION OF THE INVENTION 

FIGURE 1 illustrates a network based system 10 for 
gathering feedback from visitors to a network site in 
accordance with one embodiment of the present invention. 
5 In this embodiment, the network site is a World Wide Web 
(Web) site including a plurality of Web pages. The Web 
site is accessed by visitors over the Internet. It will 
be understood that the network site may be any other 
suitable type of site providing remotely accessed 

10 information and/or services. The network may be any 
other suitable type of network, such as local area 
network (LAN) , wide area network (WAN) , intranet, 
extranet or combinations of networks. 

Referring to FIGURE 1, the system 10 includes a 

15 customer server 12, a program server 14, a data server 
16, and a reporting server 18 connected to a plurality of 
clients 20 over the Internet 22 and links 24. The 
servers 12, 14, 16, and 18 communicate with each other 
and with the client 20 using the Transmission Control 

20 Protocol/Internet Protocol (TCP/IP) or other suitable 
protocols. The links 24 are cable, optical, radio 
frequency and/or other suitable wireline and/or wireless 
links . 

The servers 12, 14, 16, and 18 and the client 20 

2 5 comprise hardware and/or software operable to perform the 

functionality of the system 10. The hardware comprises a 
general purpose processor and/or application specific 
integrated circuits (ASIC) , field programmable gate 
arrays (FPGA) and/or other logic encoded hardware. The 

3 0 software comprises instructions or other logic encoded in 

any suitable medium, such as diskette, compact disk (CD) , 
hard drive or other memory media. 
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The customer server 12 includes a customer Web site 
30 having a plurality of Web pages 32. The Web pages 32 
provide information to site visitors, advertisements of 
goods and services available from the Web site 3 0 , search 
5 functionality for finding information in the Web site 30 
and other suitable information and functions. The Web 
pages 32 include a home, or main page, and a follow on 
pages 32 connected to each other in the Web site 3 0 by 
hyperlinks . 

10 An initiation link 34 is included on the home or 

other suitable Web pages 32 of the site 30. The 
initiation link 34 temporarily redirects a visitor from 
the customer server 12 to the program server 14 for 
download of a client program that is operable to gather 

15 feedback from the visitor about the Web site 30. In a 

particular embodiment, the initiation link 34 uniquely 
identifies the Web site 30 to facilitate identification 
of the corresponding client program at the program server 
14. The initiation link 34 may also identify one of a 

20 number of projects for the Web site 30 based on visitor 
demographics or other suitable information. 

Use of the initiation link 34 allows feedback to be 
gathered with minimum modification to the Web site 30 
because only the initiation link 34 need be added to the 

25 site 30. In addition, use of the initiation link 34 
allows centralized storage and maintenance of the client 
programs as well as modification and updating of the 
client programs with no further modifications to the Web 
site 30. In an alternate embodiment, the client programs 

3 0 may be stored on the customer server 12 for direct 
downloading to the client 20. 

The program server 14 provides client programs for 
the clients 20. In one embodiment, the program server 14 
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includes a download controller 40 and a plurality of 
client programs 42. The download controller 40 

determines the client program 42 to be downloaded to a 
client machine 20 based on the Web site 30 and/or project 
5 for which feedback is to be gathered. 

In one embodiment, the client 20 transmits a unique 
identifier received from the initiation link 34 to the 
download controller 40 to allow the download controller 
4 0 to determine the corresponding client program 42 to be 

10 downloaded to the client 20. It will be understood that 
the download controller 40 may otherwise suitably 
determine the client program 42 for download to a client 
20 based on information from the client 20 and/or the 
customer server 12 . 

15 The client program 42 is operable to be downloaded 

to the client 20 and to run on the client 20 to monitor 
browsing activity of the visitor at the Web site 30, 
collect feedback from the visitor about the browsing 
activity, and upload the feedback to the data server 16 

2 0 for processing. In one embodiment, as described in more 
detail below, the client program 42 is an ActiveX 
control. It will be understood that any other suitable 
type of application and/or control may be used for the 
client program 42. 

25 The data server 16 receives, processes and stores 

feedback uploaded by the client program 42 on the client 
20. The data server 16 includes one or more customer 
data bases and/or tables 50 for storing feedback for 
customers and/or customer projects. Each customer data 

30 file 50 includes data from a plurality of related 
sessions 52 . Each session 52 stores feedback from a 
particular visit by a visitor to a Web site 30. 
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The reporting server 18 includes a report generator 
60, reports 62 and a results monitor 64. The report 
generator 60 accesses the data server 16 to generate the 
reports 62. In one embodiment, the report generator 60 
5 includes a predefined report generator 70 for generating 
reports on a scheduled basis and a real-time report 
generator 72 for dynamically generating reports based on 
customer request and criteria. The reports 62 display 
session data 52, summarize the session data and/or 

10 analyze the session data for trends, visitor usage 
patterns and other information directed toward the 
usability and/or marketability of the Web site 30. 

The results monitor 64 accesses the data server 16 
and/or reports 62 to monitor and analyze collected data 

15 for developing trends and/or usage patterns. In response 
to identification of an emerging trend or usage pattern, 
a message generator 8 0 generates and transmits a message 
to the owner of the Web site 3 0 or other customer 
identifying the trend or usage pattern. In this way, the 

20 customer is able to react in real-time to correct 
developing problems and keep successful content. 

The clients 20 each include a browser 100 and a 
client program 102 downloaded from the program server 14. 
As used herein, each means everyone of at least a subset 

25 of the identified items. The browser 100 may be 

Microsoft Internet Explorer, Netscape Communicator or any 
other suitable application operable to access Web sites 
30 over the Internet 22. For the Microsoft Internet 
Explorer embodiment, the client program 102 may be an 

3 0 ActiveX-control that automatically loads into the 
operating environment of the client 2 0 to gather feedback 
from a Web site visitor and automatically unloads from 
the operating environment of the client 2 0 upon 
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disconnection by the visitor from the Web site 30. In 
this way, intrusion on the client 20 is minimized. It 
will be understood that other Internet or network 
technologies may be used in connection with the client 
5 program. The operating environment comprises any 

suitable support environment for supporting use of the 
element using the environment. For example, the 

operating environment for browser 100 may comprise an 
operating system associated with client 12. For another 

10 example, the operating environment for program 102 may 
comprise browser 100 and/or the operating system 
associated with client 12. 

In another embodiment, the client program 102 is a 
plug-in or other application that is persistent in the 

15 browser 100 and/or persistent in the operating 
environment. In this embodiment, the client program 102 
may be installed with the browser 100 or downloaded once 
for use in connection with multiple Web sites 30. The 
plug-in or persistent client program 102 may be used in 

2 0 connection with free Internet services where visitor 

feedback is collected by an Internet Service Provider 
(ISP) for use or resale to the Web site owners. 

In operation, as described in more detail below, the 
system 10 allows network site owners to perform market 
25 and usability research with actual site visitors. The 
client program 102 intelligently solicits customer 
feedback through simple pop-up dialogs displayed to 
visitors during browsing of the Web site. The feedback 
may be a numerical survey rating, a Yes/No response, a 

3 0 free form comment or any suitable response to a query. 

The system 10 gathers feedback at the precise time the 
visitor is experiencing a specific part of the site to 
add statistical validity to the data and improve the 
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browsing experience. Visitor responses may be 

accumulated and reported within hours to allow customers 
to react to developing trends and usability patterns. 

FIGURE 2 is a flow diagram illustrating a method for 
5 gathering feedback from a visitor to a network site in 
accordance with one embodiment of the present invention. 
In this embodiment, the network site is a Web site and 
the network is the Internet 22 . 

Referring to FIGURE 2, the method begins at step 120 

10 in which a visitor connects to a customer Web site 30. 
Next, at step 122, the client or other suitable client- 
side program 42 is loaded into the operating environment 
of the client 20 for the visitor. The client program 42 
may be loaded only upon permission from the visitor or in 

15 the background without communication with the visitor. 

Proceeding to step 124, feedback is collected from 
the visitor with the client program 42. The feedback may 
include browsing activities, audio and/or video records 
of visitor shopping experiences and/or other data 

20 providing information on the visitor's interaction with 
the Web site 30. The feedback may be collected behind 
the scenes without interaction with the visitor or 
through queries posed to the visitor. The queries may 

be tied to the site visitor usage patterns so that data 

25 is uniquely targeted according to client requirements. 

The queries may be posed in real-time in response to 
current browsing activities or after the fact in response 
to previous activities. In a particular embodiment, the 
queries are posed substantially immediately in response 

30 to an activity, without waiting for additional visitor 
activity, to add statistical validity to the data and 
improve the customer experience. The queries include one 
or more questions with free form and/or defined answer 
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types for completion by the visitor. Preferably, the 
questions are answered with two mouse clicks or less to 
minimize intrusiveness into the browsing session. 

At step 126, the feedback is reported to the 
5 customer. In one embodiment, responses to queries are 
streamed from the client 20 to the data server 16 
substantially upon receipt by the client 20. In this 
embodiment, the data is processed and analyzed by the 
data server 16 and/or reporting server 18 and provisioned 

10 to the customer in real-time or on a periodically 
scheduled basis. 

Step 12 6 leads to the end of the process by which 
feedback is gathered from a visitor to a Web site 3 0 from 
the client-side in a non-intrusive manner. Using the 

15 feedback, sales and marketing teams from the Web site are 
able to continually gather customer input on product 
positioning, marketing message and customer satisfaction. 
In addition, interface designers and usability experts 
are able to continually improve visitor browsing 

2 0 experiences by obtaining opinions from the visitors about 
the features and functions of the site. 

FIGURE 3 is a flow diagram illustrating details of a 
method for collecting feedback at the client-side in 
accordance with one embodiment of the present invention. 

25 The feedback is collected about browsing activities 
performed by the user at the Web site 3 0 associated with 
targeted browsing activities. The targeted browsing 
activities comprise monitorable activity and inactivity. 
The targeted browsing activities may be individually 

30 customized based on the Web site 30 being visited by the 
user. For example, the targeted browsing activity may 
comprise a plurality of events associated with browser 
100. For another example, the targeted browsing activity 
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may comprise the absence of a particular event, such as a 
lack of a "buy" action on a Web page in response to a 



activities may comprise any suitable combination of 
5 activity or inactivity. 

In this embodiment, the visitor to the Web site 30 
is queried by the client program 102 in response to 
targeted events. In this embodiment, the targeted events 
comprise the targeted browsing activity. The targeted 

10 events may be any suitable activity by the visitor and/or 
the Web site 30 in response to visitor activity. It will 
be understood that the client program 102 may report, 
analyze and/or otherwise respond to targeted events in 
addition to or in place of the queries. 

15 Referring to FIGURE 3, the method begins at step 140 

in which browsing activity of the visitor is monitored 
for targeted browsing activities. At step 142, the 
visitor is queried upon the occurrence of targeted 
events. The query may be posed by dialog boxes, video, 

2 0 audio or any other suitable means and may be directly or 
indirectly after the targeted event. 

Proceeding to step 144, responses by the visitor to 
the queries are gathered by the client program 102. At 
step 146, the responses, in their original or modified 

2 5 form are uploaded to the data server 16 or other 

centralized site. In another embodiment, the responses 
may be directly uploaded to the Web site. 

At step 148, the responses are processed by the data 
server 16 and reporting server 18 and reported to the 

3 0 customer. Step 148 leads to the end of the process by 

which visitors to a Web site 30 are directly queried 
about the marketability and/or usability of the Web site 



"search" 



action . 



In general, the targeted browsing 
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in a non-obtrusive manner and in real-time during a 
browsing session. 

FIGURES 4A-B illustrate exemplary queries in 
accordance with several embodiments of the present 
5 invention. In these embodiments, the queries are posed 
to the visitor in dialog boxes including questions and 
answer fields. As previously described, the queries may 
be otherwise suitably posed to visitors without departing 
from the scope of the present invention. 

10 Referring to FIGURE 4A, a dialog box 160 is 

displayed to a visitor in response to specified activity 
at a Web page 32. The dialog box 160 includes a 
plurality of questions 162 and corresponding answer 
fields 164. In the exemplary query, the answer fields 

15 164 include specified radio buttons and free form answer 
fields. The dialog box 160 also includes a skip 

selection 168 to skip the query and a terminate selection 
170 to opt out of the feedback process. Accordingly, the 
visitor remains in control and is more likely to 

20 initially participate in the feedback process and to 
provide worthwhile answers during the process. 

Referring to FIGURE 4B, a dialog box 180 is 
displayed to a visitor in response to an end of the 
session. The dialog box 180 includes a plurality of 

25 questions 182 and corresponding answer fields 184 
directed toward the general usability of the Web site 30. 
As with dialog box 160, the visitor is allowed to skip 
the query and to end participation in the feedback 
process . 

30 FIGURE 5 is a block diagram illustrating details of 

client program 102 used with browser 100. Monitoring 
program 102 comprises a support module 220, an internal 
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extension module 222, an external extension module 224, 
an interpreter 226 and a control program 228. 

Support module 220 comprises any suitable 
combination of hardware and software operable to support 
5 use of monitoring program 102 with browser 100. In the 
disclosed embodiment, support module 220 comprises a 
library of standard ActiveX controls used by extension 
modules 2 22 and 224 and Component Object Model (COM) 
objects used to support modules 222 and 224. The 

10 Component Object Model is a standard architecture for 
•distributed objects provided by Microsoft Corporation of 
Redmond, Washington. Alternatively, support module 220 
may comprise a Java applet, an external plug- in and other 
suitable software . 

15 Internal extension module 222 comprises extensions 

to support module 22 0 for supporting execution of control 
program 228. In the disclosed embodiment, internal 

extension module 222 comprises a library of ActiveX 
functions operable to provide support for the 

20 capabilities of control program 228 and allow control 
program 228 to control and interact with browser 100. 
Alternatively, internal extension module 222 may comprise 
Java classes, COM objects or other suitable software for 
supporting control program 228. 

25 External extension module 224 comprises custom 

extensions to support module 22 0 for supporting execution 
of control program 228. More specifically, while 

internal extension module 222 provides standard support 
functionality to control program 228, external extension 

30 module 224 provides support for particular 

customizations . For example, browser 100 executing on a 
UNIX machine may require specialized functionality not 
needed by other operating systems. In the disclosed 
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embodiment, external extension module 224 comprises a 
library of ActiveX functions operable to provide support 
for the capabilities of control program 228 and allow 
control program 22 8 to control and interact with browser 
5 100. Alternatively, external extension module 224 may 
comprise Java classes, COM objects, or other suitable 
software for supporting control program 228. 

Interpreter 22 6 comprises any suitable combination 
of hardware and/or software operable to interpret and 

10 execute instructions in control program 22 8 using support 
module 220 and extension modules 222 and 224. In the 
disclosed embodiment, interpreter 226 comprises an 
interpreter for the language associated with control 
program 228. For example, interpreter 226 may comprise a 

15 Java Virtual Machine or other suitable software for 
interpreting, compiling and/or executing control program 
22 8, or an Extensible, General Use Language (EGUL) 
scripting language interpreter. 

Control program 228 comprises a program, operable to 

20 handle events generated by browser 100 and perform 
actions based on the browser events. In the disclosed 
embodiment, control program 22 8 comprises a state machine 
for performing actions based on browser events and is 
described in more detail in association with FIGURE 6. 

25 For example, control program 228 may comprise an EGUL 
script, a Java applet, an external plug- in and may 
utilize any suitable technique for receiving and handling 
browser events . 

In operation, client program 102 may be installed on 

30 a user's computer using web browser 100. Stated another 
way, client program 102 may not be capable of executing 
independently of web browser 100. Alternatively, client 
program 102 may be a stand-alone program operable to 
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interact with web browser 100. Browser 100 generates a 
browser event. The browser event comprises an indication 
of an action taken by a user of browser 100. For 
example, a browser event may be generated when a user 
5 clicks the mouse button, passes the mouse pointer over a 
graphic image, or selects a hypertext link. Support 
module 22 0 receives the browser event and passes the 
browser event to control program 228. Control program 
228 then determines whether browser event is a targeted 

10 event or trigger, and how the browser event is to be 
handled. For example, program 22 8 may determine that 
based on the current Web page the user is viewing that 
the user should be presented a particular question. 
Also, program 228 may take no action in response to the 

15 browser event. 

Control program 22 8 is further operable to filter 
browser events for targeted browsing activities. In 
response to detecting the targeted browsing activity, 

Control program 228 is interpreted by interpreter 

20 226 and utilizes modules 222 and 224 to control and 
interact with browser 100. For example, in response to a 
browser event, control program 228 may determine that a 
new dialogue box with a question should be displayed to 
the user. Extension modules 222 and 224 may then 

25 interact with support module 220 to, for example, 
instruct browser 100 to generate a new window and display 
the question in the newly generated window. 

As control program 22 8 is operable to receive 
browser events, program 228 may be configured to handle 

3 0 and respond to many actions taken by the user using 
browser 100. Typically, browser 100 utilizes the browser 
events to denote activity occurring with browser 100. 
control program 228 can intercept these events. control 
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program 228 may use the capability to receive events 
generated by browser 100 to provide fine-grained tracking 
of user activities on a Web site. In contrast to 
existing systems, program 228 does not have to wait for a 
5 user to select a link or otherwise communicate with a 
server to present a question or gather information. 
Instead, control program 228 may present questions or 
otherwise track user activity and/or inactivity 
independent of browser communication with a remote 

10 server. For example, control program 22 8 may respond to 
the location of the mouse pointer on the Web page, how 
long a user views a particular portion of the Web portion 
of the Web page, and other client-side activities which 
are typically not communicated to a remote server but 

15 handled by browser 100 itself. 

FIGURE 6 is a table 240 illustrating an exemplary 
implementation of control program 228. Table 240 

comprises a state 242, a targeted event 244, criteria 
246, an action 248, and a next state 250. State 242 

2 0 comprises an indication of a state that control program 

228 may be in and associated with action 248. More 
specifically, when program 228 receives targeted event 
244, program 228 may examine table 240 for actions 248 is 
to be taken when program 228 is in a given state 242. In 
25 the disclosed embodiment, state 242 is indicated by an 
integer value. Alternatively, state 242 may be indicated 
by any suitable indication of the current state, such as 
an alphanumeric indication. The current state may be 
maintained by program 228. 

3 0 Targeted event 244 comprises a browser event 

received from browser 10 0 that may be handled by control 
program 228. For example, targeted event 244 may 

comprise an indication of a mouse click, or that the 
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mouse pointer has been moved over a particular part of a 
Web pages being displayed by browser 100. 

Criteria 246 comprises an indication of when action 
248 should be performed when a particular targeted event 
5 244 is received while in a given state 242. For example, 
criteria 246 may comprise an indication of one or more 
Web pages, such as a Web pages indicated by uniform 
resource locator (URL) . For another example, criteria 
246 may specify multiple elements, such as a particular 

10 Web pages and a location on that Web pages. 

Action 248 comprises an action to be taken by 
browser 100 and/or modules 220, 222, and/or 224. For 
example, action 24 8 may be presenting a question to the 
user. Next state 2 50 comprises an indication of the next 

15 state program 228 is to enter after completing action 
248 . 

For example, the first entry in FIGURE 6 illustrates 
that when the current state 242 of program 228 is one and 
a targeted event 244 of a mouse click is received by 

20 control program 228, control program 228 will determine 
whether criteria 246 is met.. In the first entry of table 
240, criteria 246 restricts action 248 in state one 
occurring when browser 100 is displaying a Web pages 
within the domain "xyz.com". The indicated action 248 is 

25 that a question should be presented to the user. Next 
state 250 indicates that after action 248 has been 
completed that program 228 should enter state two. For 
another example, the second entry in table 24 0 indicates 
that when program 22 8 is in state 242 of one, a "mouse 

30 over" targeted event 244 is received, browser 100 is 
displaying a Web pages within domain "xyz.com", and the 
mouse over event 244 occurs at a particular location on 
the Web pages, then action 248 should be taken. 
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Wild cards may be used in any of state 242, targeted 
event 244 and criteria 246. For example, the third entry 
in table 240 illustrates a wild card used for targeted 
event 244 and criteria 246. These wild cards indicate 
5 that when program 228 is in state 242 of two, action 248 
should be taken in response to any targeted event 244 
without restriction from criteria 246. For another 
example, the fourth entry in table 24 0 indicates that 
when in state 242 of three, a targeted event 244 of a 

10 mouse click should trigger action 248 with no 
restrictions in criteria 246. For yet another example, 
the wild cards utilized in association with the domain 
"xyz.com" in the first and second entries of table 240 
may be used to indicate any Web pages under that domain. 

15 A wild card in state 242 may be used to indicate that an 
action 248 is to be taken regardless of the current state 
of program 22 8 in response to a particular targeted event 
244. In general, wild cards may be used in any suitable 
manner with respect to state 242, targeted event 244 

20 and/or criteria 246. 

FIGURES 7A-I illustrate an exemplary implementation 
of control program 228. The exemplary implementation of 
FIGURES 7A-I illustrate one method for generating and 
presenting questions to a user of browser 100. 

25 FIGURE 8 is a block diagram illustrating an 

exemplary organization of program 228. Program 228 may 
associate one or more projects 2 60 with a Web page. Each 
project 260 comprises a collection of questions, answers, 
and triggers, such as targeted events 244 in FIGURE 6, 

30 associated with a Web site. Project 260 comprises one or 
more sessions 262 and question data 264. Each session 
262 comprises data associated with individual users of a 
Web site. For example, session 262 may utilize a 
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"cookie" to track historical and other data associated 
with a user of browser 100. Alternatively, session 262 
may track data about users in a transient form. For 
example, session 262 may track data associated with the 
5 user only while the user is using a particular Web site 
and discard that data after the user departs. In 
general, session 262 may be used to track data associated 
with individual users using any suitable technique. 

Session 262 comprises page load data 266, click data 

10 268, program messages 270 and dialogue data 272. Page 
load data 266 comprises data indicating which pages the 
user has selected. Click data 268 comprises data 

indicating Web page elements, such as buttons and 
graphics, and locations on the Web page where the user 

15 has clicked. Program messages 270 comprise program 
generated statistics to gather without user interaction 
For example, program 22 8 may collect data associated with 
click- through actions, page loads, site specific events, 
timing data related to user actions, on-screen pointer 

20 movement information, customized data, and other suitable 
data . 

Dialogue data 272 comprises text, graphics and other 
information to be presented to the user in association 
with question data 264 and question instance data 273. 

25 Question data 264 comprises text, graphics and other data 
used to generate questions to present to the user using 
control program 228. For example, question data 264 may 
comprise a list of questions to the user. Question data 
264 may utilize data stored in dialogue data 272 and 

30 question instance data 273. 

Question index data 273 comprises the particular 
questions associated with program 228. Question index 
data 273 ties together text answers 274 and option 
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answers 276 into sets of questions and associated 
answers. Text answers 274 comprise text, graphics and 
other data to be used in association with questions in 
question data 264 to generate questions having free- form 
5 answers. For example, a question in question data 2 64 
asking "What other features would you like to see on our 
site?" may use data in text answers 274 to generate the 
question. Text answers 2 74 may also indicate how to 
utilize and/or value the answer received from the user. 

10 Options answers 2 76 comprise text, graphics and other 
data to be used in association with questions in question 
data 264 to generate questions having fixed- form answers. 
For example, a question in question data 264 asking 
"Please rate this section of the Web site from 1 to 7", 

15 may use option answers 276 to present a list of radio 
buttons and associated text for the user to select. 
Option answers 276 may also indicate how to utilize 
and/or value the answer received from the user. 

FIGURE 9A is a table illustrating an exemplary 

20 embodiment of question data 264. FIGURE 9B is a table 
illustrating an exemplary embodiment of dialogue data 
272. FIGURE 9C is a table illustrating an exemplary 
embodiment of question instance data 273. FIGURE 9D is a 
table illustrating an exemplary embodiment of text 

25 answers 274. FIGURE 9E is a table illustrating an 
exemplary embodiment of option answers 276. 

FIGURE 10 illustrates a graphical user interface 
(GUI) for the reporting server 18 in accordance with one 
embodiment of the present invention. In this embodiment, 

3 0 reports 62 are generated and stored on the customer 
server 18 and remotely accessed by the customer over the 
Internet 22 from a client 20 or other suitable computer. 
Customer access is limited to data and reports 62 for 
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only its Web site 30 using security techniques, such as a 
customer name and password or other suitable security 
measures. In another embodiment, reports 62 may be 
electronically or otherwise transmitted to the customer 
5 for local access by the customer. 

Referring to FIGURE 10, the GUI 4 00 includes a 
toolbar 402 including a select site button 404, a select 
project button 406, a select report button 408, and a 
report button 410. The select site button 404 allows a 

10 customer to select between one or more sites 3 0 for which 
feedback is being gathered by the system 10. The select 
project button 406 allows the customer to select between 
one or more projects 260 for a selected site 30. Thus, 
plurality of projects 260 can be simultaneously run for a 

15 Web site 30. The select report button 408 allows the 
customer to select between one of a number of pre-defined 
reports. The report button 410 allows the customer to 
dynamically create reports and/or to customize reporting 
criteria . 

20 A results window 420 of GUI 400 selections, data and 

reports selected by the customer in the toolbar 402. In 
the illustrated embodiment, the report 62 provides a 
description of the question, answer type, a percentage of 
questions answered by visitors, a total number of 

2 5 sessions in which the particular question was offered and 
the answers. In this way, the customer and can gauge the 
marketability and usability of the Web site 30 and of the 
feedback process. The reports 62 may display any other 
suitable type or indication of feedback collected by the 

30 system 10 and/or summaries and analysis of the data. 

FIGURE 11 is a flow diagram illustrating a method 
for gathering feedback from a visitor to Web site 3 0 in 
accordance with a particular embodiment of the present 
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invention. In this embodiment, feedback is gathered from 
the visitor using the COM objects and the ActiveX 
controls of FIGURE 5. As described in more detail below, 
the COM object automatically loads into the operating 
5 environment, is maintained in the operating environment, 
loads the ActiveX control and is unloaded from the 
operating environment to minimize intrusiveness on the 
client 20. 

Referring to FIGURE 11, the method begins at step 
10 440 in which the user connects to the customer Web site 
30. At step 442, customer is asked to participate in the 
feedback process by the initiation link 34 which is 
activated by the connection. If the visitor declines to 
participate, the No branch of step 442 leads to the end 
15 of the process. Accordingly, feedback is not obtained 
without permission of the visitor. If the visitor 

selects to participate, the Yes branch of step 442 leads 
to step 444. 

At step 444, the browser 100 of the client 20 is 
20 redirected to the program server 14 by the initiation 
link 34. Proceeding to decisional step 448, the user is 
asked to accept the download of an ActiveX control for 
the with feedback process. If a user declines to accept 
the ActiveX control, the No branch of decisional step 448 
25 is followed and the process ends. If the visitor agrees 
to accept the ActiveX control, the Yes branch of 
decisional step 448 leads to step 446. 

At step 44 6, a COM object is downloaded from the 
program server 14 to the client 20. The COM object uses 
3 0 IP and PORT properties which may be identified in the 
HTML and/or HTTP request associated with the initiation 
link 34 to establish a TCP/IP connection with the program 
server 14. Then, at step 452, the reference count of the 
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COM object is artificially inflated to maintain 
persistence in the operating environment of the client 20 
during browsing by the visitor across the customer Web 
site 30. More specifically, the reference count 

5 associated with the COM object is incremented by one by 
the operating environment each time the COM object is 
instantiated. The reference count associated with the 
COM object is also artificially incremented by program 
228. By artificially incrementing the reference count 

10 independent of an instance of the COM object being 
created, the reference count then equals the number of 
instantiations of the COM object plus one. As the COM 
system typically does not unload a COM object until the 
reference count associated with that COM object is zero, 

15 the persistence of the COM object may be controlled 
independently of the number of instantiations of the COM 
object. At step 454, the program server 14 determines 
the query state machine, or control program 22 8 for the 
client 20. In a particular embodiment, the COM object 

2 0 sends a TCP/IP packet that contains a select program 
command that defines the Web site ID of the site 30 the 
visitor is visiting. The command may also specify a 
project ID if the COM object is configured by the Web 
site 30 to use a specific control program 228. The 

2 5 download controller 4 0 of the program server 14 looks up 

a Web site ID in a database of client programs 42. If 
the COM object provided a project ID to the download 
controller 40, the program server retrieves that 
project's control program 228 from the database. 

3 0 Otherwise, the download controller 4 0 decides which 

control program 228 to deliver based on rules associated 
with the given Web site ID and the database. 
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Next, at step 456, the control program 228 is loaded 
on the client 20. In one embodiment, the control program 
228 is loaded by the download controller 40 sending the 
COM object a TCP/IP packet that contains a selected 
5 control program 228. In particular, information returned 
includes a project ID having a unique identifier of the 
project being executed, a server IP including an IP 
address of the data server 16 that will record data 
uploaded by the control program 228, a server port on 

10 which the data server 16 is listening, a code size 
including the total size of the control program 22 8 being 
returned and code which includes actual control program 
228 to run as a binary stream. Once the COM object 
receives the control program 228, it disconnects from the 

15 program server 14. The control program 228 is then 
loaded into the operating environment of the client 20. 

At step 458, the control program 228 is interpreted 
and runs on the client machine 20. Step 458 leads to 
state 460 in which browser activity of the visitor is 

20 monitored by the control program 228. In response to 
browsing activity, state 460 transitions to decisional 
step 462. The activity may comprise pointer movement, 
pointer location, user input, lack of user input when 
expected or other actions or suitable inactions. A 

25 pointer comprises an on-screen location indicator 
responsive to a user input device such as a mouse, 
trackball, joystick, light pen or other suitable input 
device . 

At decisional step 460, the control program 228 
3 0 determines whether the activity is a targeted activity. 
If the activity is not targeted, the No branch of 
decisional step 462 returns to state 460. If the 

activity is targeted, the Yes branch of decisional step 
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462 leads to step 464. At step 464, questions associated 
with the activity are posed to the visitor. As 
previously described, the questions may be posed by a 
dialog box or other suitable means. At step 466, 
5 responses by the visitor to questions are received and 
gathered by the control program 228. 

Proceeding to step 468, the responses are uploaded 
to the data server 16 for processing and/or reporting. 
In one embodiment, the COM object connects to the data 

10 server 16 using the IP address and port number provided 
by the program server 14. In this embodiment, the COM 
object sends a TCP/IP packet to the data server which 
contains a bind command. This command identifies which 
Web site 3 0 through the Web site ID and which program 

15 through the program ID is being used for the session. 
The COM object streams the data as a visitor answers 
individual quest ions . 

In a particular embodiment, the dialog uploaded to 
the data server 16 includes a dialog name with a null 

2 0 termination string, a time stamp with a date, a year, a 
month, an hour, a minute and a second as well as text 
entry length, text entries, radio entry length, radio 
entries, check entry length and check entries. In this 
embodiment the lengths are integers while the entries are 

25 byte streams. As dialog data is received, the data 
server 16 adds to the collective data in the database. 
Step 468 returns to state 460 where monitoring of 
browsing activity continues during the visitor browsing 
session . 

30 In response to a site disconnect, monitoring state 

460 transitions to step 470. At step 470, the reference 
count of the COM object that was artificially incremented 
at step 452 for persistence is decremented to allow 

DAIi01:54 4 552.2 
068307.0106 



ATTORNEY'S ^BCET ^^ENT APPLICATION 

068307.0106 

30 



automatic unloading of the COM object at step 450. In 
this way, persistence of the COM object is automatically 
controlled by the control program 228. The site 

disconnect may occur upon the visitor leaving the site, 
5 closing the browser or the control program 228 ending. 
When the visitor session is completed, the COM object 
disconnects from the data server 16 and the data server 
closes the TCP/IP session. In this way, the feedback is 
collected from visitors to the Web site 30 using ActiveX 

10 controls and COM objects with controlled persistence. 

FIGURE 12 is a flow diagram illustrating a method 
for controlling the persistence of a COM object in an 
operating environment in accordance with one embodiment 
of the present invention. It will be understood that the 

15 persistence of other self -decrementing objects may be 
similarly controlled without departing from the scope of 
the present invention. A self -decrementing object is an 
object that decrements or otherwise changes a reference 
count upon a Web pages change or other suitable event to 

20 allow automatic unloading from an operating environment. 

Referring to FIGURE 12, the COM object is loaded 
into an operating environment. In a particular 

embodiment, the operating environment is the Microsoft 
Internet Explorer which employs the use of ActiveX or 

25 Internet -enabled COM objects. The COM object is loaded 
by Microsoft Internet Explorer with the Web pages and 
sets the reference count of all objects to one. 

Proceeding to step 482, the reference count for the 
COM object is internally incremented to two or other 

30 suitable values greater than one. At step 484, when 
Microsoft Internet Explorer navigates to another page, 
objects for the new page are loaded and the reference 
count for all previously loaded components are reduced by 
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reference count for the COM object was incremented to a 
value greater than one at step 482, its reference count 
5 remains greater than zero at step 4 84 during navigation 
of a Web site or sites 3 0 and is not unloaded from the 
operating environment . 

Proceeding to step 486 , the reference count of the 
COM object is internally decremented to a value of zero 

10 upon an occurrence of a specified event, such as leaving 
a Web site or terminating a browsing session. At step 
488, the COM object is automatically unloaded from the 
operating environment by Microsoft Internet Explorer. 
Thus, the COM object is programmed to maintain 

15 persistence in the operating environment across a 
plurality of Web pages and to automatically unload upon 
the occurrence of the specified event. As a result, when 
and how a COM object is unloaded may be exactly 
controlled . 

2 0 Though the present invention has been described with 

several embodiments, various changes in modifications may 
be suggested to one skilled in the art. It is intended 
that the present invention encompass such changes and 
modifications as fall within the scope of the appended 

25 claims. 



the reference count has a value of zero. 



Because the 
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